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Abstract—The complexity of vehicles has increased over the
last years and will continue to do so. Hence, repairs in repair
shops become more and more complex and thereby time-
consuming, where time to repair is a competitive factor. During
repairs and servicing of vehicles in the independent aftermarket
the data read-out using diagnostic testers is transferred back
to a common back-end. This ”Big Data” contains millions of
diagnostic trouble codes (DTCs) and freeze frames, where DTCs
point to potential fault causes and freeze frames describe the
vehicle’s condition when the DTC was stored, e.g. the current
engine RPM.

This paper proposes an approach to benefit from this ”Big
Data” in order to (a) acquire knowledge for the development of
new vehicles and components and (b) to speed up the time for
future fault analyses and repairs. The aim is to detect the vehicle
operation modes where a specific fault code was previously not
or rarely observed, referred to as novelty detection (anomaly
detection). This can point to rare fault causes, which are likely
to have a longer time to repair since they are not common. From
the field of machine learning, one-class classifiers are applied in
two setups: (1) one-class novelty detection, where the data items
from all operation modes are combined to one training set and
(2) multi-class novelty detection, where an individual classifier is
trained for each operation mode.

On real data it is shown that novelties can be successfully
detected. While it was found that many faults predominantly
occur while the vehicle is in a specific operation mode, e.g. when
the engine is warm and is in idle, the most interesting novelties
were faults when the engine was off or cold. It was found that
the multi-class case is superior for the underlying problem using
autoSVDD to yield the best results.
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I. INTRODUCTION

Modern automobiles and trucks contain a high number of sensors,
actuators and electronic control units (ECUs) communicating over the
so-called in-vehicle network. Each of these up to 80 ECUs has one or
more responsibilities, e.g. engine control, chassis control, or the brake
system. This results in a highly complex, heterogeneous network of
software and hardware subsystems delivered by a variety of suppliers.
The gross of innovations in vehicles is achieved by means of vehicle

electronics, which will further increase the complexity of vehicles.
As an effect, repairs in repair shops become more and more complex.

The electronic control units have on-board diagnosis software
modules monitoring the vehicle functions during operation. If pre-
defined fault setting conditions are met, a fault is detected and
a so-called diagnostic trouble code (DTC) is stored in the ECU’s
local error memory [1]. Examples of conditions that trigger a DTC
are implausible or erroneous signal values or signals that were not
received.

In repair shops or during inspections the DTCs can be read-out
using diagnostic testers and give an indication about potential faults
causes. Due to the complexity of vehicles, there is no 1:1 mapping
from a DTC to the underlying fault. A DTC can be viewed as a
symptom, rather than as the actual fault. An example of a DTC
is ”P0300”, which indicates misfiring of the engine. Problems that
triggered that DTC could be related to the spark plugs, the wiring,
or the injector nozzles.

In addition to the DTC, an ECU stores so-called freeze frames,
which describe the conditions that were present when the DTC was
detected. Examples are the current value of the engine revolutions,
the coolant temperature, or the vehicle speed.

During the diagnosis of vehicles in a repair shop, this data is
read-out from vehicles using diagnostic testers. The technical data
is transferred back to vehicle manufacturers, suppliers, or workshop
chains. The acquired data can be of enormous value in order to
understand how faults occur in the field. These insights can be used
(a) in the development of new vehicles and components and (b) to
speed up repair of vehicles in the field.

The underlying data in this work are diagnostic sessions from
thousands of repair shops from the independent aftermarket (IAM),
i.e. vehicles of different brands are present in the data set. For vehicle
manufacturers this data can be essential to understand faults in the
field after the manufacturer’s warranty period has exceeded and many
vehicle owners have decided to have their vehicles serviced in repair
shops of the independent aftermarket.

Currently many millions of diagnostic sessions are available con-
ducted in repair shops from all over the world over a period of several
years. Handling this ”Big Data” is done on a Hadoop cluster [2] with
Apache Hive to manage, pre-process and access the data. For data
analytics Apache Spark [3], the statistical software R [4], and an
adopted version of lib-SVM [5] were used.

A subset of the diagnostic trouble codes are standardized OBD-
codes, the remaining ones are manufacturer-specific. In this work,
the standardized OBD-codes are analysed, making them comparable
between different vehicle models and brands. The same type of
analyses would be possible for the manufacturer-specific codes.

A. Aims of this work
Based on faults in the vehicles, which are observable by the read-

out diagnostic trouble codes (DTCs), and the corresponding freeze
frames, this work has the following aims, where the focus is on the
second aim:
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1) Understand the circumstances under which faults occur, by
identifying under which operation modes faults predominantly
occur. This has the potential to reason about potential causes,
and thereby helping to speed up repairs.

2) Detect vehicle operation modes where a fault was previsouly
not or rarely observed, i.e. novelty detection (anomaly detec-
tion). This could point to rare fault causes, which are likely to
have a higher time to repair since they are not common.

The first aim, the identification of common vehicle operation
modes for a given fault code, is achieved by a combination of cluster
analysis and visual analytics. An example of a vehicle operation mode
is the mode: engine is warm and vehicle is moving.

The second aim is achieved using machine learning. Classifiers are
trained on data from the previously identified operation modes. Data
items deviating from these operation modes are reported as novelties.

In other words, the task is not to detect faults in a vehicle. The
faults have already been detected by the vehicle’s ECUs. The goal
is to understand conditions when a fault occurred and to detect
unexpected conditions.

The following four one-class classifiers were utilized in this work:
Mahalanobis distance classifier, linear ν-SVM, ν-SVM with RBF
kernel and parameters set by heuristics, and SVDD with autonomous
parameter tuning referred to as autoSVDD.

This paper is organized as follows. Section II introduces novelty
detection and section III briefly reviews related work. The methodol-
ogy is presented in section IV and the results are reported in section
V.

II. BACKGROUND

Novelty detection refers to the identification of data items with
previously unseen characteristics. This could be a simple outlier value
in measured data, an intruder in a surveillance system, or an attack
in a intrusion detection system. In this paper it is a vehicle operation
mode that was previously not or rarely encountered for a given fault
code. Terms related to novelty are anomaly [6] or outlier [7].

In this work classifiers from the field of machine learning [8] are
used for novelty detection. From a training set of normal data items
a classifier is trained without using data items from the novelty class.
New data items that do not resemble the normal class are reported
as novelties.

This is illustrated for a two-dimensional feature space in Fig. 1,
where the blue circles correspond to the normal class and the red
squares indicate novelties. The classifier is trained on a subset of the
blue circles and the task is to distinguish between the blue circles
and the red squares. For this task, one-class classifiers or adoptions
of two-class classifiers can be used to learn the decision boundary
between the normal class and novelties. Apart from novelty detection,
this approach is referred to as one-class classification [9] or semi-
supervised anomaly detection in [6].

In two-class classification the trade-off between the two classes
is optimized in order to find the optimal decision boundary [10].
A major challenge for one-class classification is that optimising the
trade-off between normal data items misclassified as novelties and
novelties misclassified as normal is not possible, since no novelties
are contained in the training set. This is solved by applying a
threshold or by introducing an optimization criterion.

While in Fig. 1 one compact cluster of data items is shown, for
the problem discussed in this paper multiple of these clusters are
expected, all of them representing data from the normal class (as
shown in Fig. 2). These clusters of data items correspond to the
operation modes of the vehicle, e.g. (1) engine warm and in idle
mode or (2) engine warm and vehicle moving. The task is then to
determine whether new data items belong to any of the previsouly
seen clusters.

In that case, linear classifiers cannot effectively separate the normal
instances from the novelties. More advanced classifiers are capable to

Fig. 1. Illustration of novelty detection in a two-dimensional feature space,
where the red squares correspond to the novelties. For classification, the task
is to determine whether a data item is inside or outside the decision boundary,
depicted by the dashed line.

Fig. 2. Illustration of a two-dimensional feature space with several clusters
of normal data items, where the red squares correspond to the novelties. For
classification, the task is to determine whether a data item belongs to any of
the clusters of normal data.

learn non-linear decision functions and are hence applicable to such
a scenario.

There are two approaches to cope with the problem of multiple
clusters of normal data items:

1) One-class novelty detection: The data items from all operation
modes are combined to one training set and a non-linear
classifier is trained on that. For one data item ~xi classification is
done as follows, where cOC() refers to the one-class classifier:

~xi =

{
normal if cOC(~xi) = 0

novelty otherwise
(1)

2) Multi-class novelty detection: The knowledge about the differ-
ent operation modes is incorporated. An individual one-class
classifier is trained for each operation mode. In other words,
for n operation modes, n one-class classifiers are used. A
new data item is checked by each of the base classifiers and
preliminarily classified as normal if the data item corresponds
to the operation mode the classifier was trained on or as
novelty, otherwise.
This combination of base classifiers can be viewed as an
ensemble [11]. In a final step, a voter uses the base classifiers’
results to classify the data item in the following way: If none



of the base classifiers classified a data item as normal, it is
reported as novelty. If a data item ~xi was assigned to the
normal class by at least one base classifier cMCj (), the data
item is classifed as normal:

~xi =

{
normal if ∃ cMCj (~xi) = 0 ∀j
novelty otherwise

(2)

III. RELATED WORK

An overview on novelty detection (outlier/anomaly detection) can
be found in [7], [12] and [13]. An experimental comparison of
common techniques was presented in [14]. Learning from a training
set with normal data items only, i.e. one-class classification, is
discussed in [9].

In [15] data from repair shops is used for predictive maintenance
of commercial vehicles and buses using classification with known
fault types included in the training set. In [16] and [17] one-class
classification is used to detect potential faults in recordings from road
trials. In [18] road condition monitoring is addressed. The authors of
[19] and [20] addressed fault detection for predictive maintenance
of commercial vehicles with an unsupervised approach. A hybrid of
model-based diagnosis and multiple one-class classifiers is proposed
in [21] to detect and isolate different faults in vehicles.

Multi-class novelty detection has been addressed in [22] and [23].
It can be viewed as a special case of ensemble-classification, with
each base classifier trained on a different subset of the training set. In
[24] an ensemble of one-class classifiers is proposed using dynamic
selection of the most appropriate base classifer w.r.t. locality in the
feature space. Ensembles of classifiers have been successfully used to
detect anomalies in various applications, e.g. detection of unreliable
sensors in wireless sensor networks [25], fault detection in road trials
[26] and on streaming data [27].

IV. METHODOLOGY

In order to understand why a fault occurred, the circumstances
under which the DTC was stored are analysed, thereby trying to
reason about conditions that potentially caused the fault or were
predominantly observed when the DTC was stored. For each DTC the
corresponding values of the freeze frames are used as feature vectors.
In a first step the data set is reduced to the standardized OBD DTCs
and the most frequent DTCs (top-50) are used.

A. Aim 1: Identifying conditions under which faults occur
Using the freeze frames, more refined investigations can be con-

ducted, for example analysing if faults occur during specific operation
modes of the vehicle. This was achieved with cluster analysis [28].
The identification of clusters was done with DBSCAN [29], due to
its ability to cope with outliers. An alternative approach could be to
use clustering based on mutual neighbors [30].

With the support of domain-experts and using visual analytics the
clusters were validated, adapted if necessary and undesired outliers
were removed. Scatter plot matrices [28] and parallel coordinates
[31] were used for this purpose, which have previously been applied
to automotive data [32]. In addition, the DTCs are enriched with
information about the vehicle’s brand and model and the time of
year, which could be used for further analysis.

B. Aim 2: Detecting novelties in fault occurrences
The detection of unexpected vehicle operation modes can point to

rare fault causes, which are likely to have a higher time to repair.
Machine learning is used to learn data from a training set repre-

senting the vehicle operation modes predominantly encountered for
each DTC, i.e. the ”normal” class. Data items deviating from this
class are reported as novelties. The following steps are taken:

Listing 1. Steps for multi-class novelty detection on DTCs
// data preparation
A := g e t s t a n d a r d i z e d OBD DTCs
B := group A by DTC
B′ := g e t most f r e q u e n t DTCs i n B

// training
f o r each DTC ∈ B′ :
D(DTC, ~xi) := g e t f r e e z e f r am es ~xi

f o r each DTC ∈ D(DTC, ~xi) :
CDTC := f i n d c l u s t e r s i n D(DTC, ~xi) ∀i

f o r each c l u s t e r CDTCj ⊆ CDTC :
t r a i n one cMCDTCj

() on CDTCj

// test
f o r each new d a t a ~xi i n t e s t s e t E :

c l a s s i f y ~xi u s i n g vote(cMCj (~xi) ∀j)
The following one-class classifiers are used for novelty detection:
1) Mahalanobis distance classifier: The Mahalanobis distance

can be used as a one-class classifier by applying a threshold. The
Mahalanobis distance calculates the covariance matrix of the data set
to incorporate the correlations between the features into the distance
calculation. For a D-dimensional data item, it is the distance of that
data item to the mean value of the D-dimensional distribution of
the data set. In order to use the Mahalanobis distance as a one-class
classifier, the threshold for the distance is set to 3σ, i.e. a data item
is classified as novelty if its Mahalanobis distance to the mean value
is > 3σ.

2) Linear one-class support vector machine ν-SVM: The
one-class support vector machine ν-SVM was proposed in [33] and
uses a hyperplane to separate normal data items and novelties, where
the position of the hyperplane is controlled by the parameter ν. The
parameter ν was set to 1

N
, where N is the number of data items in

the training set. This corresponds to the case, where no novelties are
expected in the training set.

3) Non-linear one-class support vector machine ν-SVM:
As for two-class SVMs [10], ν-SVM can be enhanced by kernels to
allow for non-linear decision functions. In this work the RBF kernel
is used introducing the kernel parameter γ (or σ). The parameter ν
was set to 1

N
and the kernel parameter γ was set to 1

D
, where D is

the number of features, as done by [5].
4) One-class support vector machine autoSVDD: In [34]

support vector data description (SVDD) was introduced. While two-
class support vector machines (see [10] and [35]) and ν-SVM [33]
separate the data by a hyperplane, SVDD forms a hypersphere around
the normal instances in the training data set.

The hypersphere is determined by the radius R and the center
~a, as illustrated in Fig. 3, and is found by solving the optimisation
problem of minimising

1) the error on the normal class (normal data reported as novelties)
2) the chance of misclassifying data from the abnormal class

(novelties misclassified as normal data)
Minimising the error on the normal class is achieved by tuning R

and ~a in a way that all data items of the training data set are contained
in the hypersphere. Minimising the chance of misclassifying data
from the novelty class cannot be achieved straightforward, since in
the absence of novelties in the training data, misclassified novelties
cannot occur during training. It is achieved by minimising the hyper-
sphere’s volume, assuming this reduces the risk of misclassification.
This trade-off between the number of misclassified normal data items
and the volume of the hypersphere is optimised by minimising

F (R,~a) = R2 (3)

subject to

‖~xi − ~a‖2 ≤ R2 ∀i i = 1, ..,M (4)



Fig. 3. Illustration of a SVDD decision boundary in two-dimensional feature
space with radius R and center ~a. The hypersphere is described by support
vectors (here: SV1 . . . SV3).

where ~xi denotes the data items and M the number of data items
in the training data set, ~a is the hypersphere’s center, and ‖~xi − ~a‖
is the distance between ~xi and ~a.

After the training phase, the hypersphere is described by selected
instances from the training data set, so-called support vectors (see
Fig. 3). The center ~a is implicitly described by a linear combination
of these support vectors. The remaining data items are discarded.

SVDD in this form is very sensitive to undesired outliers in
the training set. Therefore slack variables ξi are introduced, which
allow for some data items ~xi in the training set to be outside the
hypersphere. The parameter C is introduced controlling the influence
of the slack variables and thereby the error on the normal class and
the hypersphere’s volume. So the optimisation problem of (3) and
(4) changes into minimising

F (R,~a, ξi) = R2 + C

M∑
i=1

ξi (5)

subject to

‖~xi − ~a‖2 ≤ R2 + ξi ∀i (6)

and

ξi ≥ 0 ∀i (7)

As described in [9], the constrained optimisation problem is
transformed into an unconstrained one by integrating the constraints
into the equation using the method of Lagrange [36]. The partial
derivatives w.r.t. R, ~a, ~ξ are set to 0 and the resulting equations are
resubstituted, yielding the following optimisation problem, where αi

and αj are introduced by the Lagrange method and the data items
with αi > 0 are support vectors:

L(~α) =
M∑
i=1

αi(~xi · ~xi)−
M∑

i,j=1

αiαj(~xi · ~xj) (8)

subject to

0 ≤ αi ≤ C ∀i (9)

At this point, SVDD is capable of surrounding the normal data by
a strict hypersphere. Analogous to ν-SVM, SVDD uses the kernel
trick [10] to overcome this inflexibility. The data items are mapped
to a higher-dimensional space where they can be surrounded by a
hypersphere, using a mapping function φ().

As can be seen from (8) ~xi and ~xj are solely incorporated as
the inner products (~xi · ~xi) and (~xi · ~xj) respectively. Instead of

actually mapping each instance to a higher-dimensional space, the
kernel trick is to replace the inner products of the mapped feature
vectors φ(~xi) · φ( ~xj) by a kernel function K(~xi, ~xj). The mapping
is then implicitly done by applying this kernel function which can
be viewed as a highly non-linear decision function.

Different kernel functions can be utilized to achieve flexible
decision boundaries. In this work the radial basis function (RBF)
kernel, is used

K(~xi, ~xj) = e
−
‖ ~xi− ~xj‖

2

σ2 (10)

where σ is referred to as the kernel width, which in some literature
is reformulated and denoted by γ.

The two parameters C and σ massively influence the classification
accuracy. While SVDD yields very good classification results for
the optimal parameter set, having to manually adjust the parameters
makes it non-applicable for the problem discussed in this paper. Using
an approach for autonomous tuning of the hyperparameters proposed
by this paper’s author in [16], the optimal parameter set is determined
solely from the training set.

For each optimisation step, the error rate and the radius R are
determined using k-fold cross validation. Grid search is run over the
parameter space and that set of parameters is selected where the
radius is close to 1 while the error ei on the normal class is minimal,
given by the following optimisation criterion. Find (Ci, σi) where λi

is minimal:

λi =

√
e2i + |1−Ri|2 ∀i (11)

It has been shown that for the RBF kernel, SVDD and ν-
SVM yield equivalent solutions [9]. The differences in the results
reported in this paper are solely caused by the way of tuning the
hyperparameters for SVDD. The resulting ”out-of-the-box” SVDD
will be denoted as autoSVDD.

V. EXPERIMENTAL RESULTS

The underlying data set consists of millions of diagnostic sessions
recorded in repair shops from all over the world over a period of
several years. The data is stored on a Hadoop cluster [2] and Apache
Hive is used to access the data. For data analytics Apache Spark [3],
the statistical software R [4], and an adopted version of lib-SVM [5]
were used.

The data contains hundreds of millions of fault codes. The analysis
reported in this paper was done on the 50 most frequent DTCs. In this
section the results for one representative DTC are reported: P0171
(”System Too Lean, Bank 1”), which is a commonly encountered
emission-related DTC that is triggered when there is too much oxygen
in the exhaust, i.e. the ratio of oxygene and fuel is not optimal. Some
potential causes are a dirty sensor, a dirty oil-filter or a vacuum leak.

A. Identifying conditions under which faults occur
Using a DTC’s freeze frames, more refined investigations can

be conducted, for example analysing if faults occur during specific
operation modes of the vehicle. It was found that many faults
predominantly occur while the vehicle is in a specific operation mode,
while other faults do not depend on the operation mode. For those
DTCs where the freeze frames reveal groups, cluster analysis is used
for further analysis, in order to isolate these groups from different
operation modes. Using DBSCAN [29] and visual analytics to refine
and validate the found clusters, the following vehicle operations
modes were identified for many of the DTCs (see Fig. 4): 1

1DTCs are detected by built-in test routines running on the vehicle’s
electronic control units. In some cases, these test routines are only run under
specific conditions, e.g. engine in idle. In that case the found clusters are
misleading. Such patterns were found for a small number of the investigated
DTCs, but are not reported here.



Fig. 4. Training data for DTC P0171 with two freeze frames. Three vehicle
operation modes were identified: mode 1: engine warm and in idle, mode 2:
engine warm and vehicle moving, mode 3: engine cold and in idle.

• mode 1: engine warm and in idle
• mode 2: engine warm and vehicle is moving
• mode 3: engine cold and in idle

B. Detecting novelties in fault occurrences
Analysing a DTC’s freeze frames, rare or unexpected fault con-

ditions were autonomously identified using one-class classifiers. The
four classifiers described in Section IV were applied in both setups:
one-class and multi-class novelty detection.

In order to compare and validate the accuracy of the different
setups, a test set with data from all the previously identified normal
operation modes was used enhanced by data items from the novelty
class (see Fig. 5). The following accuracy measures were used:

1) Weighted accuracy (balanced accuracy): Novelty detection is
an imbalanced class problem, i.e. data items from the novelty
class are rare. Hence, using the standard overall accuracy
would be highly biased towards the majority class, i.e. the
normal class. Therefore the weighted accuracy is used, which
calculates the accuracies per class and combines the results
considering the ratio of the classes.

2) Novelty detection rate (recall): The novelty detection rate dnov

represents the percentage of detected novelties, i.e. dnov =
detected novelties

all novelties .
3) Precision on the novelty class: The precision pnov is the

percentage of true novelties in the subset of data items reported
as novelties, i.e. pnov = detected novelties

items reported as novelties .
4) F-score: The f-score (f-measure) incorporates the detection rate

and the precision by f − score = 2 ∗ dnov∗pnov
dnov+pnov

.
The test data for DTC P0171 with two freeze frames is shown in

Fig. 5. Four types of novelties were detected:
• (1) engine warm + engine off: this indicates that the fault was

detected after the engine was switched off after a drive
• (2) engine cold + engine off: this constellation corresponds to

faults that were detected during start of the engine, possibly the
engine could not be started

• (3) engine cold + vehicle moving: this points to faults that
occurred during the first minutes of a drive, when the engine
was not warm

• (4) default values: sensor values could not be read or sensor
was erroneous

Fig. 5. Test data for DTC P0171 with two freeze frames. Four types of
novelties were detected: (1) engine warm + engine off, (2) engine cold +
engine off, (3) engine cold + vehicle moving, (4) default value.

classifier acc dnov pnov f-score

one-class

Mahalanobis 64.4 31.1 77.8 44.4
linear ν-SVM 54.2 28.9 27.1 28.0
ν-SVM RBF 97.1 100 81.8 90.0
autoSVDD 97.1 100 81.8 90.0

multi-class

Mahalanobis 96.6 95.6 91.5 93.5
linear ν-SVM 50.0 0 – –
ν-SVM RBF 90.6 100 58.4 73.8
autoSVDD 98.9 97.8 100 98.9

TABLE I
RESULTS FOR ONE-CLASS AND MULTI-CLASS NOVELTY DETECTION.

FOUR DIFFERENT ONE-CLASS CLASSIFIERS WERE USED, WHERE THE BEST
RESULTS WERE ACHIEVED WITH AUTOSVDD TRAINED ON THE

DIFFERENT OPERATION MODES, I.E. MULTI-CLASS NOVELTY DETECTION.

The results are shown in Table I. As can be seen, the Mahalanobis
classifier is not appropriate for the one-class case if the data is
scattered in multiple clusters, since it works with a fixed threshold
on the distance to the data set’s mean value. The linear ν-SVM
misclassifies many data items since it cannot seperate the novelties
with one linear decision function. The ν-SVM and autoSVDD can
cope with the multiple clusters due to the use of the RBF kernel and
detected 100% of the present novelties while misclassifying some
normal data items.

The Mahalanobis classifier benefits from the multi-class setup,
where one classifier is trained per cluster. In this setup the mean value
and threshold are determined per cluster, making the Mahalanobis
classifier adapt to local differences in the feature space [37]. The
linear ν-SVM fails to detect novelties due to the inflexible decision
functions. In general, as the number of normal clusters increases in
a multi-class setup, the chance of novelties being assigned to any
of the normal classes increases. The best results were achieved with
autoSVDD in the multi-class novelty detection setup with an f-score
of 98.9%.

In Fig. 6 the classifiers’ f-scores, i.e. combined values for the
detection rate dnov and the precision pnov , are depicted. As can be
seen, the Mahalanobis distance yields a good accuracy with multiple
classifiers trained on each cluster. The kernel-based methods work
well for both cases, where autoSVDD performs best in the multi-
class setup.



Fig. 6. Results for the four classifiers with (a) training of one classifier on
the entire training set (one-class) and (b) training of one classifier per cluster
in the training set (multi-class).

VI. CONCLUSION

In this paper vehicle diagnoses from repair shops were analysed
with the following two aims: (1) identification of conditions un-
der which faults predominantly occur and (2) detection of vehicle
operation modes that where previsouly not or rarely observed for
a fault code. In a first step, the normal data was subdivided into
clusters corresponding to vehicle operation modes. Following that,
one-class classifiers were used to detect novelties. Two setups were
investigated: (a) training one classifier on the entire training set and
(b) incorporating the domain-knowledge of vehicle operation modes
and training of one classifier per operation mode, i.e. per cluster. This
multi-class novelty detection yielded the best results, with autoSVDD
performing best. These results were reported for one representative
DTC and can be generalized for most other DTCs. An example of
new findings are novelties where the fault occurred when the engine
was cold and not running, pointing to potential problems during start
of the engine. The obtained insights can be used in the development
of new vehicles and components and to speed up the time for future
fault analyses and repairs.

ACKNOWLEDGMENT

The author would like to thank the business unit Automotive
Aftermarket of Robert Bosch GmbH for granting this research and
Anne Meyen and Dennis Gross for support during data analytics.

REFERENCES

[1] C. Marscholik and P. Subke, Road vehicles – Diagnostic communication.
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